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Dynamic objective prioritization-Driven optimization method for infrared

adversarial patches
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Abstract: Objective With the in-depth penetration of deep learning technology in the field of infrared object detectors,
such systems have become the core technical support for key scenarios including night driving early warning in autonomous
driving, night security deployment in surveillance systems, and long-distance body temperature screening in epidemic pre-
vention and control. Their detection accuracy and anti-interference ability are directly related to the operational safety and
reliability of society and people. The technology of infrared object detectors is widely used due to its advantages of being not
restricted by lighting conditions and capable of penetrating partial occlusions. Nevertheless, like other deep learning-based

vision systems, it is not immune to security vulnerabilities. However, the emergency of adversarial examples has posed

Wo#m B #1:2025-09-24 ; f& 5] H #8: 2026-03-04
EEWA : [R A RPlA2E4 (72471240)
Supported by : National Natural Science Foundation of China (72471240)

© h[E KR KL AR



PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

severe challenges to the robustness and security of infrared object detection models. As a crucial tool for evaluating and
enhancing model security, the research on adversarial examples holds significant importance. Existing research on infrared
adversarial examples is mainly divided into two categories: digital adversarial attacks and physical adversarial attacks.
Although the methods of digital adversarial attacks can achieve high attack success rates, the perturbations only exist in the
digital domain and cannot be directly applied to physical domain. Currently, research on physical adversarial attacks
mainly focuses on the visible light domain; for infrared images, due to their unique imaging mechanism, they cannot form
high-level semantic features such as texture and color, which increases the difficulty of optimizing physical adversarial
examples in the infrared domain. Despite extensive active explorations in existing studies, white-box methods which are
regarded as the most effective adversarial attack means at present due to their ability to utilize information such as the inter-
nal parameters and structure of models. Although existing methods have explored rapid deployment and low production
costs, they still suffer from two major drawbacks. The first drawback is imbalance in multi-objective optimization: most
methods adopt fixed weights to balance the ability of attack effectiveness and physical realizability and when there is a sig-
nificant difference when the optimization complexity of achieving strong adversarial effects significantly outweighs that of
ensuring physical realizability, extreme situations such as insufficient attack capability or failure to ensure real-world appli-
cability are likely to occur. The second drawback is inadequate design of physical constraints: existing methods mostly only
consider basic constraints such as the size and shape of patches, while neglecting pixel-level consistency in the digital
domain. This oversight often results in patches that fail under real-world infrared imaging conditions. Method We propose
a dynamic objective prioritization-Driven optimization method for adversarial patches. First, we introduce two aggregation
regularization and sparsity-binarization regularization. Aggregation regularization adopts a graph-theoretic Local Clustering
Coefficient (LCC) approximation to force the mask pixels into a compact and continuous geometry, while sparsity-
binarization regularization pushes the mask values toward a bi-modal distribution with a sharp boundary, enabling straight-
forward material cutting. Next, to avoid the optimization imbalance caused by fixed loss weights, we devise a dynamic
objective prioritization strategy. Key Performance Indicators (KPI) are defined to quantify the current optimization diffi-
culty of the attack loss, aggregation loss and binarization loss. The Focal Loss(FL) is applied to reallocates computational
resources: difficult objectives receive larger gradients, whereas easy objectives are down-weighted, ensuring that the solver
always focuses on the most challenging constraints. Finally, we design a dual projection optimization algorithm that syner-
gizes PGD (Projected Gradient Descent) tailored for adversarial tasks with a momentum-ecarrying weighted update. The
first projection confines the updated mask to the feasible set immediately after each gradient step, preventing gradient
waste; the second projection recalibrates the mask after momentum fusion, smoothing local gradient noise and guaranteeing
global convergence under stringent physical constraints. Result Experiments were primarily conducted on the FLIR ADAS
vl. 3 dataset, with further validation of generalization performance on the FLIR ADAS v2. 0 and LLVIP datasets. YOLOv3
was adopted as the target detector, and the attack effectiveness was verified in both digital-domain and physical-domain sce-
narios. In digital-domain experiments, the average Attack Success Rate (ASR) reached 75. 08%, and the average of Aver-
age Precision (AP) across different datasets of YOLOv3 dropped to 36. 18%, which is significantly superior to state-of-the-
art methods. Moreover, the proposed method achieved the optimal attack success rate and mean average precision across
different datasets, fully demonstrating its strong generalization capability. To verify cross-model robustness, further tests
were carried out on advanced detection models with different architectures, including single-stage detection models
(YOLOv5, YOLOv8), two-stage detection model (Faster R-CNN) , and Transformer-based DETR. Except for the DETR
detection model, the ASR against all other models exceeded 74%, among which the ASR against Faster R-CNN reached
78.90%. These results fully confirm the universal interference capability and strong robustness of this method across differ-
ent detection architectures. In the physical domain experiments, heat-insulating gel was used as the thermal insulation
material. The position and shape of the adversarial mask were optimized through digital domain algorithms, and the ther-
mal insulation material was cut into adversarial patches for testing in both indoor controlled environments and outdoor sce-
narios. In the indoor scenario, ASR reached 98. 5% atfrontal view and remained above 84. 5% at +30° angles under differ-
ent conditions such as multi-angle, distance variation, and posture changes. Particularly, with a single patch, a high

attack success rate was still maintained even at a left/right viewing angle of 30°. In the complex outdoor environment, the
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ASR still reached 90. 5%, indicating that the proposed method can maintain high attack efficiency under the diverse inter-

ferences of physical scenarios with only a single patch. Conclusion By integrating the dynamic objective prioritization strat-

egy and the dual-projection optimizer, the proposed infrared physical adversarial patch resolves the fundamental conflict

between aggressiveness and physical realizability. The dynamic strategy balances multiple objectives, the dual projection

optimization ensures strict constraint satisfaction and global convergence, and the dual-regularization formulation mini-

mizes fabrication effort. The method delivers high digital attack efficacy and cross-model robustness, while maintaining

stable performance in complex physical scenarios, achieving an effective trade-off between attack strength and deployment

cost. It provides a reliable red-team tool for security evaluation of infrared detection systems and offers crucial insights for

countermeasure design, especially for safeguarding infrared perception modules in autonomous driving and security applica-

tions.

Key words: physical adversarial attack ; object detection; thermal infrared imaging; dynamic objective optimization; dual

projection optimization
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HFR:
L,=A,- Lk(f(xad‘,; 0)) +A, - L(m)+A,-L(m)
(9)
F A, AL AT DR A G TR AT 5l 285 A A
2.2 EHEBRMERKRE
A OVK Utk (R A ENL S5 R A
IEMRE 5 S SR A 2 H bR AL, 52
XS HUREAS () i s b M S W AT SR . (HAESE
PROCAE R A% G Jy k3 i FH 208 90 o A 1)
T3 2 X PR RS B 2 S B A # v i B
HEWHERE I BAARE IR 5 — B i ik i
P ik FE VAT BT IR i HA H bR 0 P RE TR A B
FRGEMEIR AL, IX PR U5 C 1) R ™ R T XA
AR ) B B8R BT S A 2 [ ) A
hGEWE X — BR A, A 352 24T 55 %% 2 (multi-
task learning, ML) Fr B AT S5 A e R lﬂ%(dynamic
task prioritization, DTP) (Guo 5% ,2018) J5 & , #& Hi 5
T JC ) B B B 1 3 2 H BRI S8 20 (dynamic
objective prioritization, DOP) . 5 DTP A [t , DOP 3
BEET XX BCHAT 55 P B2y ik = P de b
AURRPE BT T AR TG 7 e R RN e g% i ol
b i R TR (7% o ] A S 0 9 5 30
2.2.1  HAbsisegpLit
AR T 2AE 5577 ) i A e s i iR o5 > >R ]
Aoy BU S IR 45 1) BAAE 55, BB D DI A T 55
X S RMEAE R FOEA 7 5 P AT 0 2 s L
RE ENA TS, 25 R BOLA R RS0 R e
SETHREA L R A . XIFATF S
AL HAs o B BL, AR SCHR HE Y DOP S R

DTP AH [ A XEAL 56 B8R 43 Fe e 0] o BT 35, A S
51 A KA G 3L FE b (key performance indicator, KPT)
(Guo 45 ,2018) it AAT 55 XEFE | d ik SEEEPEAL & H A%
AIOCAEAHERE , ShASIE N R B A% A0 R AR | [ i
RT3 B HAR TR0 5 Lo RO AE AU Zrad R R 4%
H AR BT HEE
SR, DTP 5 0 T T W1 8 19 4T 55 1k BB 8 b
KP4 B AR AT 55 Hh (97 S0K5 B AP SR ALY
S BT S 5, A AT S M 2 o (4] 4
FEAD B 23 [A] A 2 R RRE ) 38 H B = S AT
TP Do B 0 B A8 hs , X S Bk 4%
A SL T PR REHR AR KPLE L. L, R 2t —
A1 T 2 AR R A A 0 A0 A 5o % e hn it
St AR SCHR T R T IH A R R
FERBUR I BARILACHALE] . AL i A
IR S0 2R v B9 VA Ak o HOAE S S S AE B
KPL, I A 4 AR A PRI A 5 2 A5 R 3 0 R AR 2
eI P AR, 2R B B AR E R, 5
PEFH AL LU s 845 5 2 W R ARAS ., it AR O Ak
TR S T2 A B I A AL
2.2.2  RHEVERESES KPI
FEXSHUREA A it B vy, AR SO T — M4
Z I S SR A A R PRI A 2 (9) s, Bkt
FE Y pR A R — (B ALK BR B R A B R
o Hobag, A, AL XTI 45 R IR AT T A E
T YCEARIC SR Y /A& e IR B (i RN, i
TPV —Ab AL B T3 R i H A9 S KPL, 5
RIS ¢ OCEAR IR 46 KPT RS A -
KPI" = ZL(L)“ (10)
b, L NS I 2 AR5 ¢ Ok A B B0
Ry 1A ) R B R A R e R SO R A
S AR B (0], A S5 |3 B - S AL X KPLE AT
EALE ., HURS R KPLES & T HT— KAy s 5>
RUTHAAE, R AT
KPIV =g - KPI'"V + (1 - ) - KPI'”  (11)
KB R 2B (HLB = 0.9), T V-l £ 458
EYErRAS R, 4 S A TR A AR e S

B

© h[E KR KL AR



TR, B, BEN, EH8, TRFE, =M
B B SERIXBN LI IMXT B AL 77 %

2.2.3 FEETKPHKRZSE A& L]
SRy B 6T PRIME AR A% DGR B, AR S0 ACEE AU
% (focal loss, FL) (Lin £, 2017) i 848 1E K —FhiE
SURNIPOS K LS A BNy s SN 11 D7 I A S R AR N b 11
TGV ) PRI AR AR s o Sh A A AR A
SIS B KPT A 3 R 4 %
A=A (L p - FL(KPIO))  (12)

FL(p)==(1 - p) log(p) (13)
X u = 0. 008 M EGEH N T, 0 = 1. 5 WERES
B, p g (10) (1) s e S B3R AR 1H KPL,
PREFEAR I G AR AP G SR R el [A)
2% S B A 40 R AP A AL 22 5, LA S A R X T
o PE Bl N Bl U, AR S T A X RIAL ]
S DX D i A e AR AL -
AL = elip(A oA ) (14)
2, elip () D 5 il BT, 8 25 B G BUAL EE S 4
W = AT o AL AR O B AR R X AN A H
8 15 T 52 W ) [ ), RO e R 2 S 5 SR A
Hd R, RIS E T . el it 34 H AR
DL A LA (9) & HAR IR E S 5 A
SIS
2.3 WERHMRUEZE
TEARSCHIM PUREA AL 55, Ao b — 2
BA B RARA P AAT S5, HA O AR - v
I XS BT B s 20 A% R RE AE 9 56 e R 1 AT 4T A
o AT () sRAFHE m., A4 G2 R HE HE 3 1
FH BE HL B B R B 515 (stochastic gradient descent,
SGD) R HAR RGN 2y 2 i BEAILAS B2 T B (stochastic
gradient descent with momentum, Momentum SGD)
(Zhu % ,2023; Wei %7 ,2023a) , {H 30 S F L1 521
A0 3 i 1) JC LY AL AL 5, RIVERIASigh m] 7 2225 ]
FI R8sl o SR, T TE U 29 7 53t vh 2 5 1
ARATEBRFE : —J2XE DL = Ak B 2o, kA 7
HA oy B P AT BT 3 S 2 — EUR Al 1A
2 2o T 4 T B AT R [, e SO B T 1w 5 4 11
FEAT BARYTE R 55 00K i nT fiE
S ZRTT I SSHes MREgrE . R SR
T M 22 F PR AL, JE O 5 M A2 X B4t 2% e R 52
AR, BB S B A SRR AL, B RR
il T R AR T
g AL TR A SR R AT 55 FR R U A

AR IR RSB Pk 42 s SR P AR A . Ik
SIS X PURE A A T5 2R v B 3 B A 85 ML LA
I A R X BT SRS A A HP ) 2 SR S R, R AL
FIAZ O DIRETE T Y BB 1 S 80 25 T 173,
B SR 1 R A7 355 PN B 2% a5 i T 1 T A7 S DT A
TR R H AR — 1 v (R 22 A% 0 R 2 R AR

BRI okl & 78 B8R T BRAE

PGD (Madry 45 ,2017) 5 A8l & 2 A A0, 38 15 XL
B B 552 5 A Bl i il 75 S BN 29 SRR Ak e RS
kbl b A Sl e SRARHL A B g s b
FREAAKIELERI T . A TAL S o R [
JE LA Dy A5 8 A2 AR, WU 5 52 A AR 330k b
ERETET D7 SR BRARLEE | b, AT
W A A AR Ak R B, DT A R0CT- T J et 18 1 ) 271
W By, kG DR Bk B s o 20 A2 S B A 25 A W A 5 4%
SEML T — 2 A R X R R it I X 24 ok s
] i AR B R . SIS IR
W () WA L L S E R RS 3R 8 A R B R
FRAE SR B, TR A M ORI AR e P . Bk bl
PIEIVE R, 75 O ek AR e R 1 TR B, R 7 17 3
ISR

FE Bl IS () B R BE R BERESE 1 S AT
I B SR A B Y BT HERS m, VB 10K PR 6
F v, LB, AR B ER R AR & 7

Z = H[O’l](m, +nV,L,) (15)

Krh,n=0. 1%7%}{%,]_[[0,1](-)%7?&%2 A K
BB SMI[0, 1N MRS UL i
JER G WEBGE AR5 A A g & REWLH]
PR TR E . TR IR BB I SRk
NS A BB K s BB E R D, 5
R B BT e (2, — ) 52 R Bl i R0 o AT DAL
BB EE R D,

D,=aD,_,+(1-0)(Z -m,) (16)
Ao, o A ZBRO0. 75, VL 7 A6 5 2 AR
JE R TTHRANEE .

FEARAFRL A G IR EE B D, 5, W 2 S
TR Y SRS m, L BE I S 2 F o B B
T Y e 5 90 A] A7 sk [0, 1] P, WA AR B B B
W m, ., .

m, ., =H[0’1](m, +D,) (17)
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AR SCHE A Tl AR AT I 44 R G0 R Rk

FT 7S HERIE 9k sh B 20 AR R A
ﬁ%

BN TG B MG o, P b RLER e 1 1 %
&, B KEA BT, W HUHEDD m,, #5155 RECH 2 i 4>
FURIAIGESECR A BB E B D,

i AR TP RS m

DAL : FEPLAE BT IR HERD m, , 452K pREL

HE A PUR TR S 1 RGEIRSEAY BB E T
BHEFE D, = 0;

2) M3k 2 H AR 2 sRi L L, 5

3) WE B OR D m, |

RGBS 8 Z, = T, (m, + 0V,L,);

HRAE A (16) AR T & D, ;

TGS m,,, = H[O‘]](ml +D,);

4) B3 HFR L e R ug R 25 B R AL AL

MRPEAZL(10) (1) 145 KPTY 2y

KPI) = 8+ KPI!' "+ (1 - B) - KPI';

LI TFALE A Ky

A=A (1 ey - FL(KPLY) )3

S)IERIATH T 1) —4) TR, B B &0t
i m,.

3 L I

3.1 HiRENSE

AT FLIR #2449 FLIR ADAS v1_3 A &
B A (AN TCRRIAR UG I | B0 B S 50 34 DA S S 4
S H AR ) o 1B A RIS 10228 5K T A TR
bR R LD ANEAR ST HAT A JREM
DU s BGRB8 5 % S0 B,
fdi F FLIR Tau2 #4584 (13mmf/1. 0, /K V-1 37 45°,
T J M 37°,640x512 18 %K ,NETD<60mK) , 1 %F
FENKEIMAT 55, AR SCHf 6 H 4T A PR 1 9900 5K A
BOREAR R A U 2R 2 A 4, Hodh Ul e B 7
7873 5k G, AR A B 2027 sk BIG, I K 4
H e A ) B AR Y B B AR A e et i B
PRREAS

S UEAS SCH iz ke T, #E— 2P fE FLIR
ADAS v2. 0 fll LLVIP B4~ 54 45 L JF il H
H1,FLIR ADAS v2. 0 Bl AL & 0 ik J5 , 15 3 & 17 A

PRSI BOREA 1255 3, 15 il 254 878 ik il iat
££377 5K LLVIP B 205 %k 5 , RS S 1T A2
1A SRS 5004 5K, AB R X 43 I 254 3503 3t il
R 1501 5K .
3.2 ZWiEE

B H AL WU % « 8 BB Be A ) 85 A YOLOV3
(Redmon 55,2018) . S8, #i H YOLOvV3 1 52 5
BOR, How A BR3P R5— 4 i 2 416%416, i
FHYOLO ‘B J7 $2 L i T A, I 6 A SO 3k 1
BRAE LT T EHTNLR . TR AG A 7R e I 2 g
5 A 20K B RN T - 7F FLIR ADAS
v1_3 .FLIR ADAS~2. 0 I LLVIP 4k |, F-2Hs
43 935 %) 95. 28% .92, 34% F1 97. 21% ; 78 %F 7 3
£ b P YPRS RE I A 92. 13% .90. 44% F196. 56% .

TR TP A SO A R BOHE RO A S
FERCF I 5 © IR B F 3R T T S
Ho a5 B & Tl 5 5k ATP(Wei 45 ,2023a) DL B
& Il 77 B HCB (Wei 45, 2023) , AdvIB (Hu 4%
2024) , AdvICRS (Jia % ,2025) . %} b S5 4 78 A ¢
PR B AR NS o Bk AT T G — 5000 . Wy
g, TS R AT IR R AL G RN
X I o Bir LA SCRSEADLEE F [ b i 4 25 64
9 &7 1 ATP(Wei 25 ,2023a) 5286 4504, 3151 FHH:
WOCEHE S TX o RSO E IR T A Sk,
AT X L SO PPk A 1

SEHY PR A S I TE 5K NVIDIA GeForce
RTX 3090 58 i, X T RE5k i A KGR, S0k 1 22k
1155 Ak, F Ak 100 40

W 4(a) IR s T Y BRI SE 56 iir % 4%, 60
F&— RIS RAR AL, — A = BAR DL R v 2%
AR o AR ST FH B AR A S A 5 b e} (BRI
SEEG R BRIAKS R A A G R R A TR ETEIRE)
Kl 4(b) o 1 B A5 e i 4 W 3 38 1 A2 A 7
N Bbr, HAELLAMENL T A A ad, HA7 A BAr
e OAULE S BiURACH| & 8 o RS M s RE U AR CEZ 97 P SN
FAE S VEE N 0, X R FAL 2 b4 R e BRAR AL 1 B 1%
R S A 1

TRAEFEAR : o4 T A0 B AT AR ) T
YRR BE AR SCR I H AME B - F- 20K BE (average
precision, AP) 5 o i I & (attack success rate,
ASR) . APIE R0 B -3 [l 2R A 1 AR s e gs:
ZRAERTPUREAS T A B AR PEBE , BB B IR 2R I T4
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O 1 e BB AR AL

A W
TSI

i pedestrian 0.95

I

(a) LA (b) AL G RL B IAECR E]

((a) experimental equipment; (b) influence of aerogel material )
K4 YyH SRS g AR b B AR ICR

Fig. 4 Experimental devices and heat insulation effect of ther-

mal insulation materials

58 . ASR U RE SO AT RR A b T I A A
AT NSE LSRN b, S P08 AR AR T B
TR " A S BT o L) . ASRIFR A3 anh

ASR = 1 —%EF(M) (18)
n=1
N Yoy < 0.5
F(ynh].)_{1 . (19)

2y, 2R AT B I B A I 4T N SE S AN H
o ARG I B A B o BB 3 S 6 A — o A DN 5 L 1%
}0.5,
3.3 XWERSSH
3.3.1  HEREAR

R S UEAS ST 1 Mo BOR FNZ A RE T1 , A7)
5 ASR FTAP PN AR B A SO RS E YR
DOE TN G T Rv i WA S P 2 NA ) S €1 T S e vi oy
M £2 35 FLIR ADAS v1_3. FLIR ADAS v2.0.
LLVIP, 23R 25 a0k 1 s .

SRR AR AR SO IR T IR AR 2 LU
B 11 R g o e R e M R L O IR T A S
RZACRE ) o I Ak 2 75. 08% , BiliJm
G AR LA DK B2 P X {0 36. 18% , ¥ E LT+
WITHE o X —S R IT U] T AR SOk I B A AR
B,

BRI A SE R 25 ROk - 5 5 AIP
(Wei 4% ,2023a) . HCB (Wei %, 2023) . AdvIB (Hu
4§ ,2024) Lh Bz AdvICRS (Jia 55 ,2025) A Lb , A8 SC
TRAE BT IR BG4 1 ASR R AP PT84 4 A die
Moo FE ARSIV X H bz 25 1) TP B A7 38
BRI 7E AT R AR T 57 5 2 B e Y LLVIP 4
etk b A SO AT REAE T R A 73. 58% A XL
A, AR T ARG AR LS s b B SR

h T BB AR AR SCHT 3 7 VA I SEBR SR ]
5T T RE AT HUREAS BRI L. AT DA
A A SO ST AR R 3 A U X

s B n LI, B E B4 i Py B a)
SEBUPE PRSI H AR S H bR ToE g .
3.3.2  RALAREREN Al L

S B UEAR SO AU SR A2 %0 T A SO
LY RAN A ) R 1) S BRAE L AR /N3 AR SCH H A
FEGEALALTT 1k AL G I L RALAL T 1% SGD (Rob-
bins %¢,1951) .Momentum SGD (Polyak 4 1964) (N
W R Z I B T % (Nesterov accelerated gra-
dient, NAG) (Nesterov % , 1983) | [ & I & £l 11
(adaptive moment estimation, Adam) (Kingma 2§ ,
2014) VA KA 294k 77 % PGD (Madry 45 ,2017) 78
el 7 451 2k S HOk

x1 5ERAENERITLE
Tablel Comparisons with SOTA infrared attacks in digital tests.

‘ ~ FLIRADASvI_3 FLIR ADAS v2.0 LLVIP Average
Tk AR WEFRX

AP ASR AP ASR AP ASR AP ASR

HCB(Wei £,2023) Ba WA 4640 63.53  49.66  60.61 5135  59.44  49.14  61.19

AdvIB(Hu 4£,2024) B XY R 4328  68.69 4687 6437 4293  66.64 43.11  66.57

AdvICRS (Jia %,2025) Ba SHEE R 37.16 7143 3844  70.56  41.66  68.71  39.09  70.23

AIP(Wei 25 ,2023a) H& MM 36.94  73.56  41.67 6827 4225 6743 3931  69.75

ARSI & XU R 3343 7751 36.86 7414 3825 7358  36.18 75.08

T ASR AP S84 % , VKLU by 25 51 B (L4t 2R , I SRR A 4l 2R

11
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K5 ARSONERCF B REA 7~ 1]

Fig. 5 Examples of adversarial samples in the digital tests

B HEAT BT Rl SR X Lo SEE AR ANk 2
B

N 2 SIS B T LAFR AR SCER H XU 4
SARALTL: ASR R 76. 60% , ¥ T HAMMALE . XF
PURE AT BIRACET ]y 14, 465, FHIERGE AL
SRS TR A A S 2 AR A 55 P T LA AL

LI TIC 2 R 75 VA o 4 25 ] PP AR A

TRER VLI — 35 PGD J5 X A ROk JiE 3 i
F10 2o J8E 1 ), 308 o gl TR 415 A 88 ST ) D 1) — B
P, T3 e B 2 PR FR) R B L, (ELR TSR A
A TR

R2 SESEMAUB[/ATENHBE R

Table2 Comparison results with traditional optimizer methods

11k ASR (%) i )

SGD
. 10.74
(Robbins %§,1951) 73.56 0.7
Momentum SGD (Polyak %, 1964 ) 73.56 16.42

NAG

(Nesterov %% ,1983) 72.64 15.74
Adam

(Kingma %,2014) 75.38 10.33
PGD

(Madry %%,2017) 74.77 10.80
W B AL 76.60 14.46

TE LR A A 5 e LA 2R

3.3.3 HEHOHRRSLE

9T B UEAS SCHE H A DOP 3 s 5 0 ER B A
PRI 1 25 M HE B AR /N XX P A B A T T
TIHRSEE . R A A L g sh s LT Y PGD fL ik
Ty R ARAR SCHE H BT B DA 3 DL % [ e AN
J7 AR DOP 53 PEMN F5 45 o ASR FIXTHLFE A1
B AL, SCae st Rk 3 iR .

F3LEWHAE T, 5 A LGS =L A PGD
Rt AN ) FE 2R AR LG, AU DOP AT KE ASR MA

R3 HBMSKKER

Table3 Ablation experimental results

e
N N 75.08  10.80
N N 76.29 9.13
N N 76.60 < 14.46

N N 7751 10.38

T - N I I 7 v SR
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TR, B, BEN, EH8, TRFE, =M
B B SERIXBN LI IMXT B AL 77 %

75. 08% $& T+ 2 76. 29%, [l B {8 35 4 4 AL AL s 1] 22
9. 13FF, FH] DOP R ib [ 38 N I8 5 0 R A R Y
REATAC FEUR s ek

MAUE FSCE B e A S i R T T 8
AR G B AL ) ) 14 & 14, 46 B2, (H ASR #2771 =
76. 60% , 7% WA UE 5 52 ik e A AR R 25 0] . Y
DOP 5 WU B A AT L W 6] TAEI, UG 1 s
) ASR (77. 51%) FfE AL it 1] (10. 38 ) , i B DOP
AT RCVR NS B A AR i T SRR K, B
SRR ) 14 RO Foe 2438 o i -5 3 2 ) [ A AR A
Hir.
3.3.4 WSS

VAL AR SCHE ) Bh A H BRI Se 9k 8 B 21

ARG R Do A e AR FE A g Y
BRI AR /N TR AR ST AN (] 2 G N 25
3% PR B RS I A ) YOLOv3 (Redmon 45, 2018) |
YOLOv5 . YOLOv8 (Varghese 55,2024 ) . 4 i Bt Az
#5 Faster R-CNN(Ren 4%,2015) L)

DETR (Carion %5 ,2020) #4755, PEASF8 45 N
AP FIASR. SEEGZ5 R AN 4 FrR , B0k T A SCr ik
X TR 43 3 ARG 8 110 T o R

R4 ATRUMENRWE T EESERAENET LRSS

Table4 The results of the method in this paper on various

detectors
wlo Wity w/ Wit
Aol g
AP (%) ASR (%) AP (%) ASR (%)
YOLOv3 92.13 - 33.43 77.51
YOLOvS 91.80 - 32.83 76.16
YOLOv8 94.57 - 37.46 74.45
Faster R-CNN 90.47 - 28.96 78.90
DETR 92.33 - 73.94 38.18

T who Bl 8 0y, w/ Bt A UG, - i e i
T, AR bR

M 4 SLBRAE HRT LUR I, fE R AT Mot i
FITAT A DU S A AR b i) AP XA B I 90% , 3R BT IX
SERRAR B HAT AR SR ORI BE 1 o AEAS SO A AT
ki, 26K 22 JORE L i) AP fEL4 1 BT 2 2T e
(e AL AT o e B R SR WA SR Y Ay Tt T ik
HAWRAZ AR . BHARRE X T YOLO &5

Fl Faster R-CNN 25 = i kG I 4% , W05 J5 19 ASR 27
i T 74%, Hh Faster R-CNN £ &35 3] T 78. 90%.
UL AR SO R A X ST sl RE S A RO O 22
BT OB 2 RIS AL . SR 1fij, DETR A7 3 1
HRH X s A B, L ASR AV M 38. 18%, AP/
92.33% I [E5 73. 94% , A bt F Al AR 7 Bk 0o Je
A HE AR AP AU AR A ASR. X Fh 22 Fnl BEVE T
YOLO Z %) I Faster R-CNN A6 I 45 71 ¢ 61 35 FR # A
PEAT JRFRAFIE 2 ORI B i 5k AT Rk
HE9%.

AR ST IR ARG T 3 2ok A R Ry 5 O e
FRAE S R T4 117 DETR AR ERAE 45 B R0 45 2
FEF Transformer 15 11 A4 , BE WS4l 3K 4 Jai 5 il ) 47 ik
I FR I LA 4R 1T SCHURRIE R X Fh 4
JRFEAE G BE T R RS B SR B X P o B 5, DR ok
HATRBIERE ) . MRS [oRFE
T T 2 0 24 G IS 7Y ) 45 FUAZ: S 0 1 5E 3
X Jey s 4 Bl A FBURRPE B 5 o T Transformer (9 H 1 &
FIANE ] A 18 N R AR AR BT X, XA Sy
A S SRR AR T SO BT E Bh HL A T 5 Y 1 ] e
J1, T T HprPe vk e, i DETR #5518 X6 4 3¢
JTHE B A SR P S AR 4 B0k . AR T
TR AN LIRSS TS WA T A ST VA A B AR
Yok b R R, UESE T HAE Sy — B FH 24t
P BB B 1. [RIE DETR B R IR
ASR WA 7 T R M5 i 48 T 2o 35 3 M 1 F 5
J7 Il
3.3.5 HSEHT

RN E R AR TP A Ky S
FRE o PTG P BE A s, A A e Bk S8
FERl b XTI S HOGHE AT AR A O LA ASR A
AP SRR, LRS54 5 R .

M S SR R IR, 280 5 o YA
X Mook PEREAFAE S E M. m = 0. LI, AN [A] o i &
T ASR FTAP B R FefifB sm < 0. LB PR A,
B R R BOME DL AE A B 22 A B W Sk B e A
fiftsm > 0. 1EF, PR K i FRIE A IR e
AIATBRA R 3 KA 2 Sl i T, S 3500 P A
BER, &L et6h5 .

AP Kn=0. 10, & o M0.5H =
0.75,ASR M\ 57.75% ¢ 22 b F+ & 76. 60% (F AL )

13
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AP{E M 53.56% F %2 34. 62% (e ) . W it
Feor F2AT P R R T 2 H AR e s AR R
Py R 1Y) Jrg B MR P[] s RS T 45 2 i T 28 A i) R
o 1V, e 2SI A SR AR

g A (12) A (13) h, 280 a Filp X

XTI R P RE A SE R, A/ NS AE [ E 24y = 0. 1,
o =0.75,8=0.9 3 Al 8 i 3 ASR 5 AP ¥
b, DL E i B S EAL A o ARSI R ik 6
JIi7R o

x5 BSE .o AR FIERER R

Table5 Influence of hyperparameters nando

o=05 o =0.6 o=0.7 o =0.75 =08 o =0.85 o=09
! ASR AP ASR AP ASR AP ASR AP ASR AP ASR AP ASR AP
0.05 38.60 6937 4529 6477 5471 5691 5775 53776 56.23 5497 @ 5494 5553 48.63 61.36
0.10 57.75 5336 64.74 4326 7477 33.12 76.60 34.62 75.08 33.56 72.34 37.73 6747 41.64
0.15 5228 5533 59.27 51.70 65.65 46.27 69.30 3828 69.00 38.77 6626 4338 63.53 4647
020 41.64 6994 4924 58.65 55.02 5493 58.66 5338 57.14 5483 54.10 56.55 48.63 60.99
025 30.09 77.89 36.17 7271 4195 69.35 4468 6621 43.16 68.81 40.73 70.29 3799 7223
0.30 2097 91.04 2523 8479 3040 7743 3222 76.63 3130 77.24 2888 8248 2432 843l
FEASR AP FL 350 % , L 0 2 LG TR iR A (E, T 12 A5 b L 1H
R6 S awITXHIG BRI NE
Table6 Influence of hyperparameters candu
n = 0.004 n = 0.006 n = 0.008 w=0.010 n=0.012 n=0.014 n=0.016
¢ ASR AP ASR AP ASR AP ASR AP ASR AP ASR AP ASR AP
0.50 7447 3528 75.15 35.1 7591 3489 76.21 3481 7538 3505 7423 3535 7356 35.52
1.00 7621 3479 76.82 3464 77.13 3456 7751 3391 76.57 3472 7599 3486 73.77 35.43
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